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ABSTRACT

Cryptography is essential for protecting information as the importance of security is
increasing day by day. Cryptology is the science and study of systems of Cryptology is the
science and study of systems for secret communications. Genetic Algorithm (GA) is typically
used to obtain solution for optimization and search problems. This paper presents application
of GA in the field of cryptography. The goal of this paper to present review on genetic
algorithm for cryptography with reference to metrics of the problem and evolutionary
techniques used to solve the problem. This paper also presents review of genetic algorithms
used for cryptography.
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INTRODUCTION

Genetic algorithms (GA) are adaptive heuristic search algorithms based on the evolutionary ideas
of natural selection and genetics which are based on the principle of Darwinian idea of survival
of the fittest and natural genetics [1].Cryptanalysis is the process of attempting to recover the
plaintext and /or key from a ciphertext. In the Brute Force attack the attacker tries every possible
key on a piece of ciphertext until an intelligible translation into plaintext is obtained; it has the
disadvantage of high computational complexity. In order to overcome this drawback, the
optimization heuristics techniques like Genetic Algorithm (GA) are used [2]. The possibility of
using a random type search to break a cipher is explored. The most focus of work is on the use of
a GA to conduct a directed random search of a key space and to guess the key size.

The rest of the paper is organized as follows: In section 2 about Cryptography and Cryptanalysis.
Section 3 discusses basic idea of Genetic Algorithms. Section 4 gives review of Genetic
algorithm for Cryptography with respect to Ciphers attacked, metrics and heuristic techniques
used. In Section 5 is review of genetic algorithmic approaches for Cryptography. Finally, in
Section 6 we outline the conclusions of our study.
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CRYPTOGRAPHY

Cryptography is the art of secret writing. More generally, people think of cryptography as the art
of mangling information into apparent unintelligibility in a manner allowing a secret method of
unmangling. The basic service provided by cryptography is the ability to send information
between participants in a way that prevents others from reading it. It consists of two
complementary fields of study: cryptography and cryptanalysis [3].

Traditional use of cryptography: A message in its original form is known as plaintext or
cleartext. The mangled information is known as ciphertext. The process for producing ciphertext
from plaintext is known as encryption. The reverse of encryption is called decryption.

, encryption decryption ,
plaintext —————— cipherted ————— plaintext

While cryptographers invent clever secret codes, cryptanalysts attempt to break these codes.
These two disciplines constantly try to keep ahead of each other. Ultimately, the success of the
cryptographers rests on the Cryptographic systems tends to involve both an algorithm and a
secret value. The secret value is known as the key. The reason for having a key in addition to an
algorithm is that it is difficult to keep devising new algorithms that will allow reversible
scrambling of information, and it is difficult to quickly explain a newly devised algorithm to the
person with whom you’d like to start communicating securely. With a good cryptographic
scheme it is perfectly OK to have everyone, including the bad guys (and the cryptanalysts) know
the algorithm because knowledge of the algorithm without the key does not help.

Typically, the objective of attacking an encryption system is to recover the key in use rather than
simply to recover the plaintext of a single ciphertext. Cryptanalytic attacks rely on the nature of
algorithm plus perhaps some knowledge of the general characteristics of the plaintext or even
some sample plaintext-ciphertext pairs. This type of attack exploits the characteristics of the
algorithm to attempt to deduce a specific plaintext or to deduce the key being used.

In Brute-force Attack, the attacker tries every possible key on a piece of ciphertext until an
intelligible translation into plaintext is obtained. On average, half of all possible keys must be
tried to achieve success.

GENETIC ALGORITHM
Genetic Algorithms (GAs) are randomized yet structured search and optimization algorithms
based on the evolutionary ideas of natural selection and genetics [1]. GAs simulates the survival
of the fittest among individuals over consecutive generations for solving a problem. Each
generation consists of a population of individuals. Each individual represents a point in a search
space and a possible solution. The individuals in the population are then made to go through a
process of evaluation through three operators. The basic GA procedure has following operation:

1. Initialization.
GAs usually generates the initial population of candidate solutions randomly according to a
uniform distribution over all admissible solutions. However, the initial population can sometimes
be biased using prior problem-specific knowledge or other optimization procedures.

2. Selection.
Each GA iteration starts by selecting a set of promising solutions from the current population
based on the quality of each solution. Selection operator equates the survival of the fittest.

3. Variation.
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Once the set of promising solutions has been selected, new candidate solutions are created by
applying recombination (crossover) and mutation to the promising solutions.
Crossover operator represents mating between individuals. Mutation introduces random
modification. For example, if original streams are 10010011 and 11001110, then crossover result
streams are 10011110 and 11000011. If original stream is 10010011, then mutation result is
10000111.

4. Replacement.
After applying crossover and mutation to the set of promising solutions, the population of new
candidate solutions replaces the original one or its part, and the next iteration is executed
(starting with selection) unless termination criteria are met.

LITERATURE REVIEW
This section gives the details about the Techniques used, metric considered and Ciphers attacked
during previous research.
Description of Techniques
Many Evolutionary algorithms have been proposed in past for Cryptography. In this section, we
discuss some of the existing Evolutionary algorithms used.

1. Genetic Algorithms
A genetic algorithm is any population based model that uses selection and recombination
operators to generate new sample points in a search space. Genetic Algorithms (GAs) are
randomized yet structured search and optimization algorithms based on the evolutionary ideas of
natural selection and genetics [Al]. GAs simulates the survival of the fittest among individuals
over consecutive generations for solving a problem. Each generation consists of a population of
individuals. Each individual represents a point in a search space and a possible solution. Most of
the researcher presents their work on GA for Cryptography in [2, 4-25]

2. Memetic Algorithm
Memetic algorithms (MA) is now widely used as a synergy of evolutionary or any population-
based approach with separate individual learning or local improvement procedures for problem
search also as Baldwinian evolutionary algorithms (EA), Lamarckian EAs, cultural algorithms,
or genetic local search. In the context of complex optimization, many different instantiations of
memetic algorithms have been reported across a wide range of application domains, in general,
converging to high-quality solutions more efficiently than their conventional evolutionary
counterparts. In [10], uses Memetic Algorithm as evolutionary algorithm.

3. Brute Force search algorithm
Brute force is a straightforward approach to solve a problem based on the problem’s statement
and definitions of the concepts involved. It is considered as one of the easiest approach to apply
and is useful for solving small-size instances of a problem. In [11], researcher compared Brute
Force Search Algorithm with Genetic Algorithm for Cryptography.

4. Tabu Search
Tabu search approach is one of the popular local search techniques based on neighborhood
search algorithm. Fread Glover proposed tabu search in 1986. Tabu search can be directly
applied to virtually any kind of optimization problem. Most of the problems are in the following
form, where optimize means minimize or maximize [26].

Optimize f (x)
Subjectto x ¢ X
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The function f (x) may be linear, non-linear and even stochastic and the set X summarizes
constraint on the vector of decision variable x. In [22, 23], uses Tabu Search for Cryptography.

Description of Ciphers

Most of the ciphers attacked are considered to be classical. In this section, we discuss some of
the existing ciphers attacked in various environments as shown in table 1.

Ciphers attacked include:

* Monoalphabetic Substitution cipher:

This Cipher includes mapping the plaintext alphabet onto cipher text characters.

* Polyalphabetic Substitution cipher:

The simplest case consists of using different alphabets sequentially and repeatedly, so that the
position of each plaintext character determines which mapping is applied to it. Under different
alphabets, the same plaintext character is encrypted to different cipher text characters, making
frequency analysis harder.

* Permutation cipher/Transposition cipher:

The permutation cipher is applied to blocks of characters while the columnar transposition cipher
is applied to the entire text at once.

* Vernam cipher:

The Vernam cipher is a stream cipher defined on the alphabet A = {0, 1}. A binary message
mim; . . .my is operated on by a binary key string kik, . . . ki of the same length to produce a cipher
text string c1C . . . ¢c where ¢c; = m; XOR kj, 1 < =i < =1t [4]. If the key string is randomly chosen
and never used again, this cipher is called a one-time system or one-time pad.

Tablel. Review of Ciphers Attacked

Ciphers | Monoalphabetic | Polyalphabetic Permutation cipher Transposition Vernam
Substitution Substitution cipher cipher
cipher cipher
Reference 4,9,18,19,22 4,5,9,18,19 4,7,10,11,12,13,14,15, 4,6 2,4,16
No. 17,20,21,23,24,25

Review of Metrics
In past different metrics are considered by researchers for Genetic Algorithm in Cryptography
are summarized in table 2.

Table2. Metrics of Genetic Algorithm for Cryptography

Metrics Time Frequency | Gap Test Key Size Storage Efficiency
Test Space
Reference | 4,6,8,10,13, 2,5,14,15 2,14,15 6,7,17 9 10,23
No. 16,17,20,22
Metrics | Accuracy Security Feasibility | Throughput | Confidentiality
Rate
Reference | 10 14,18,19,20, 21,25 21 24
No. 25
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GENETIC ALGORITHM FOR CRYPTOGRAPHY- REVIEW

Genetic algorithm is proven to be one of the effective techniques for Cryptography. This
section gives the details about the type of genetic algorithm, operators and chromosome
representation used for cryptography summarized in table 111 to VII.

The four important types of genetic algorithms are simple genetic algorithm, steady-state genetic
algorithm, incremental genetic algorithm, deme genetic algorithm [1]. In most of the paper that
we have studied for Evolutionary Algorithms for Cryptography, simple genetic algorithm is
used.

The number of possible representations is endless. Defining an appropriate representation is part
of the art of using genetic algorithms (and at this point, it is still an art, not a science). Use a
representation that is minimal but completely expressive [1]. There are different types of
chromosome representation such as One Dimensional, Two Dimensional. One Dimensional
chromosome representations used for Cryptography in most of the research.

Proper choice of selection, crossover and mutation operators plays very important role in
performance of genetic algorithm. Roulette Wheel Selection Operator used mostly by researchers
for Cryptography. Table 3 and 4 shows that standard crossover and mutation operators are
working well for Cryptography as many researchers have used them.

Table3. Crossover Operator

Crossover One Point Crossover Two Point Uniform Crossover
Operator Crossover
Reference | 3,6,9,12,13,14,15,18,23 15,17 5,7,15,16
No.
Table4. Mutation Operator
Mutation Operator | Swapping | Reordering | Replacing | Bit Inversion Reassignment
Reference No. 16 3 - 5,7,9,13,15,17,18,21 2,4,16

By observing table 111 and IV, we can say that most of the research used Single Point Crossover
and Bit Inversion (Bit Flip) Mutation for better results.

This paper summarizes types of Cipher attacked and Metric considered in literature. Majority of
the researchers are focused on Time and Security. For problems, like Cryptography, very few
algorithms are able to generate the optimal solution. Even though problem can be solved by
using exhaustive search, the time taken for generating the solution is very high. In this paper we
have reviewed some of the evolutionary algorithm used to solve the problem. In future there is
more scope for problem specific operators and hybridization.

CONCLUSION

This paper summarizes types of Cipher attacked and Metric considered in literature. Majority
of the researchers are focused on Time and Security. For problems, like Cryptography, very
few algorithms are able to generate the optimal solution. Even though problem can be solved
by using exhaustive search, the time taken for generating the solution is very high. In this paper
we have reviewed some of the evolutionary algorithm used to solve the problem. In future there
is more scope for problem specific operators and hybridization.
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